Kak He cTaTh KepTBOM KUOepnpecTymieHnn

[OCTUXKEHUA HayKMm U TEXHUKW, CO3[aHMe BCEMUPHOW CETU UHTEPHET MO3BONUIIM
NPEeCTYNHOCTM BbINTM HA HOBbIV YPOBEHb N 3aXBaTUTb KNOEPNPOCTPaAHCTBO.

Tenepb NPECTYMHUKY HE HYXXEeH NPAMOWN KOHTAKT C XXePTBOW, OH MOXET CTaTb YrpO30M
AN KaKOgoro nornb3oBatensd «rrnobanbHOM MayTWHbI», KPYMHbIX KOpropauun U LenbiX
rocyaapcTs.

lMpecTynHOCTbL B BUPTYyasibHOM MPOCTPAHCTBE — SIBfIEHWE OTHOCUTENbHO HOBOE, HO
YacTb MNPECTYMNieHun, coBepllaeMblXx B cepe BbICOKMX TEXHOMOIMMMN, — 3TO 3HaAKOMble
Kpaku, MOLLIEHHNYeCTBa, BbIMOraTesnbCTBO.

KnbepnpecTynHoCTb — HE3aKOHHbIE JEeNCTBUSA, KOTOPblE OCYLLECTBAITCSA MoAbMN,
NCcnonb3yWuMn  MHOPMaLMOHHbIE  TEXHOMNOMMKU  Ans  npecTtynHblx uenen. Cpegu
OCHOBHbIX BMAOB KMBEpnpecTynHOCTU BbIOENAKT pacnpocTpaHeHne BpeaoHOCHbIX
nporpaMmmM, B3SfIOM MNaporien, Kpaxy HOMEPOB KPeAWUTHbIX KapT M OpYyrnx OaHKOBCKUX
PEKBU3UTOB, a TaKXKe pacrnpocTpaHeHne NpoTUBONPaBHON MHGOPMAaLIMK C UCNONb30BaHNEM
cetn IHTepHerT.

MpaBwuna, KkoTopble NOMOryT Bam He cTaTb XXepTBOW KnbepnpecTynneHun:

— XpaHuTe HoMep KapToyku u NMMNH-koab! B TanHe;

— HEe wucnomnb3ynTe OOWH naponb [Ans Bcex
WHTEPHET-PECYpPCOB;

— K CBOEW OCHOBHOW KapTe B Bawem 6aHke
BbINYCTUTE  [OMOSIHUTENbHYIO,  KOoTOopon  Byaete
pacnnadymBaTbCs B UHTEepHeTe. Tyaa nerko MoxHo byaet
nepeBoauTb Hebonblive CyMMbl AEHer, U B cry4yae
KoMnpomeTauunm AaHHbIX AOCTaTOYHO npocTo
3abnoknpoBaThb ee€;

— perynsipHo NpoBepsInTe COCTOSIHME CBOMX BAHKOBCKMX CHETOB, YTObObI yoeanTbca B
OTCYTCTBUWN «JIULLHUX» U CTPAHHbIX onepauui;

— NOCTaBbTe NMMMUT HA CYMMY CMMCaHUIN Unn nepesoaa B NMMYHOM KabuHeTe H6aHka;

— He nepeynucnamTe [OeHbrM Ha 3MEeKTPOHHblE KOWENbKM M cyeTa MOBUITbHbIX
TenedoHOB npu onnate nokynok, ecnn Bbl He ybeaunucbe B GnaroHageXHOCTU
nuua/opraHmsauunmn, KOTopbiM NpeaHasHavarTcs Bawm cpencrea;

— He nepeBoANTE AEHEXHbIE CpeAcTBa Ha cHeTa HE3HAKOMbIX L,

— He nepesBaHMBaNTe M He HanpasnanTe otBeTHble SMS, ecnn Bam noctynuno
coobuieHne o 6roknpoBaHmm GaHKOBCKON KapTbl. CBXXMTECH C BaHKOM, 0BCnyXmBatowmm
Bawy kapty;

— OyabTe OCMOTPUTESIbHbI B OTHOLUEHUMM MUCEM C BIIOXEHHbIMU KapTUHKaMW,
MOCKONbKY hannbl MOryT cogepxaTtb BUpYCbl. OTKpbIBanTe BIIOXEHUSA TONbKO OT U3BECTHbIX
Bam otnpaButenen u Bcerga npoBepsiNTe BNOXEHUS HA Hanudne BUPYCOB, €Cnv 3TO
BO3MOXHO;

— He nepexoante HeobayMaHHO MO CCblflkaM, CoAepXaLllmMmMcsa B craM-pacchblfkax.
YpoctoBepbTeCb B MPaBWUMIBHOCTU CCbIfIKKA, MNpexae 4YemM nepexoantb Mo Heuw u3
3NEKTPOHHOrO NUCbMa;

— He 3anosiHANTE MNOJSTyYEeHHbIE MO ANEKTPOHHOW NoYvTe POopMbl N aHKeTbl. JInyHble
AaHHble 6e30nacHO BBOAUTL TOSbKO Ha 3aLUULLIEHHBIX CanTax;

— HacTopoxuTecb, ecnn oT Bac TpebywoT HemegneHHbIX AEeUCTBUA  Wnn
npeacTaBnsaeTca 4pesBbldanHas cuUTyaumsd. ITO TOXE MOXET OblTb MOLUEHHUYECTBOM,
NpecTynHUKM BbI3biBaloT Yy Bac owyuieHmne tpesorun, 4Tobbl 3acTtaBuTtb Bac gencresoBatb
BbICTPO U HEOCMOTPUTESBHO;

— He pasmellanTe B OTKPbITOM AO0CTYyrNe U He nepegaBante MH(OPMaLMIO JIMYHOIO
Xapakrepa.




PaccmoTpum camble pacnpocTpaHeHHble CXeMbl MOLEeHHUYeCcTBa:
1. «3BOHOK n3 baHka»

Bam 3BOHMT He3HakoMel,. Homep Bxoasllero 3BOHKa
OYEeHb TMOXOX Ha Homep 6GaHka, a 3BOHALLMN
npeacraBnseTcs pPabOTHUMKOM  KOHTAKT-LUEHTpa  unu
cnyx6bl 6esonacHocTn 6aHka.

[Ona peanu3auum MOLLEHHUYECKON CXEMbl TaKke
NCMNONb3YIOTCA MecceHmxepbl, npexae Bcero Viber. Belarus Bank
Bxooswmn 3BOHOK MakcMMarnbHO 3akamyrimpoBaH noa Viber Audio...
3BOHOK COTpyaHuMKa 6aHka: Ha aBaTapke MOXeT
ncnonb3oBaTtbcsd norotmn  6aHka  (MOMHOCTBIO UMK
YacTM4yHO), a oTobpaxaeMbli TenegOHHbIN HOMep
3BOHSALLEro MOXeT ObiTb O4YeHb MNOXOX Ha TenedoH
cnyx6bl nogaepxkn 6aHka.

* Number not in your contacts

n.

Y MOLUEHHUKOB €CTb BO3MOXHOCTb 3BOHUTb C HOMEPOB,
MOXOXUX  Ha  odmumanbHble  Homepa  BaHka.
3MOoyMbILLNIEHHUKM MEHSIOT Undpbl B HOMeEpe, KoTopble
Bbl MOXXETE HEe 3aMeTUThb.

Y Bac npocAart KoHmaeHumnanbHble AaHHbIe

MoweHHK coobuiaeT, YTo «baHK BbIABMN NOO03pUTENBHYIO onepauuio no Bawen kapte»
NN «NOCTYNWI 3anpoc Ha OHMNanH-oOpPMIeHne KpeaguTa Ha Balwle nmay.

OH npocut y Bac normH n naponb ot WMHTepHeT-6aHkmHra, kog n3 SMS ot baHka (B
OOnbLUMHCTBE Cry4aeB conpoBoXgaeMbl ppason «Hukomy He coobuianTe!»), pekBU3UTbI
KapTbl (MOMHbIA HOMEP KapTbl U cpok ee aencteusi, CVV- nnu CVC-koa). 3TO HY>KHO KOOI
«ON191 COXPaHHOCTW BaLUMX OEHEr».

Kak MOLIeHHUK nbiTaeTca Bac Y6eAMTb

e «MhbI 380HUM € ogbulyuanibHO20 HOMepa, rposepbme Ha caumey.

e «B uensax koHgudeHyuanbHocmu 51 eK4Yarw poboma, Komopbll 3awumum
gawu OaHHble» (Bbl CrbiWNTE B TPyOKe NErkmm Lenecr).

e [nsa ybeantenbHOCTM OH Ha3blBaeT BalUM MNepCoHanbHble AaHHble (MMS,
OT4eCTBO, nocnegHue 4 undpbl KapTbl U Ap.) U NPOCUT NEpPeBECTU AEHbIMN «Ha
3aWUWEHHBILU cHem, KomopbIU 3aKperiéH 3a NepcoHarbHbIM MEHEOXepOM: 3Mo
HyXHO Onsi 6be3onacHocmu, a MomMoM 8bl CMOXeme 8epHymMb OeHbau».

e Wnu npocuT HasBaTb BaluM NEepCOHasibHble OaHHbIEe UNN CeKpeTHble Koabl U3
SMS poboTy, npu 3TOM B TpyOKeE Bbl CALILLUNTE MY3bIKY.

« Bam npegnaratoT ycnyrm CTpaxoBkM OT MOLUEHHMYECKUX AencTBuir. [nsa ee
odhopmneHms HeobxoouMMo MpeaoCTaBuUTb [AaHHble O KapTe, Ha KOTOpoW
HaxXo4AaTCs 3HaYMTENbHbIE AEeHEXHble cpeacTBa U SMS-koa Ans NoaTBEPXKAEHUS
onepauuu.

BaxHo! Hukomy He coobuwiante CBOWM NMYHbIE OaHHbIE, AAHHbIE KApT, 3alLUUTHbIE KOAbl,
koabl n3 SMS! Ecnu ¢ kapTon, AencTBUTENBbHO, NPOUCXOAAT MOLLEHHUYECKME ornepauumu,
BaHk cam MmoxeT ee 3abnokmpoBaThb!



2. «lMoTeHuManbHbLIA NOKynaTenb»

MoLueHHMK npeacTaBnsieTcs
NOoTeHUManbHbIM NOKynaTesnieMm ToBapa,
obbsiBNEeHNne O npogaxe KOTOpPOro
ObiNnO pasmelwleHO BaMuM B CETU
MHTEepHeT. [lo  KakMM-TO npuyMHaMm
«MOKynaTenb» He MOXEeT CerogHs
NpuBE3TU AEeHbIN, HO XO4eT Mnpucnatb
BamM 3anor u3 p[pyroro ropoga nmno
cucTemMe AMCTaHUMOHHOIro 6aHKOBCKOro
obcnyxmBaHus.

Cchblnka

[na npoBepku MOCTYNneHUs nepeBoda MOLIEHHUK HanpasfsieT BaM CCbIKYy Ha
PULLNHIOBbLIN CanT, KOTOPbLIN O4YeHb 6IM30K NO AN3alrHy Ha UCMNONb3yEMbI BaMN MHTEPHET-
GaHK nnu cTpaHuLly Ang BBOAA PEKBM3UTOB KAapTOYKU ANS MOMyYeHUs yxXe OTrnpaBrieHHOro
nepeBoAa AeHeXHbIX cpeacTB. [locne BBeaeHMs BaMu B Nonsa OULLMHIOBOro canTa napons
N NIOTMHA NNW PEKBU3UTOB BalLie KapTOYKKM, AaHHbIe CTAHOBATCS AOCTYMHbI MOLUEHHUKY.

QR-kop

BMeCTO cChIfiku MOLLEHHWK MOXeT HanpaBuTb BaM QR-koa, KOTOpbIN Takke XpaHUT B cebe
CCbIJTKY Ha (OMLLMHIOBLIN canT. [locne BBeAeHUA BaMu B NONSA (PULLIMHIOBOro canta naposs
N NIOTMHA NN PEKBU3UTOB BaLLIEN KAPTOYKM, AAHHbIE CTAHOBATCS AOCTYMHbI MOLUEHHUKY.

BaxHo! He nepexoaute no nogo3putenbHbiM ccbinkam. [Ons Beb-Bepcun UHTEpHET-
BGaHKMHra ucnonb3ymnTe ToNbKO oduumanbHbii canTt baHka, a gns mobunbHOn Bepcumn —
TONbKO  MOBUITbHOE  MPUNOXEHWE, 3arpyXeHHoe K3 oduumanbHbIX  MarasvHOB.
BHuMMaTEnNbHO u3yynTe camT, Ha KOTOPOM BBOAMTE 5WU4Hble AaHHble. Ob6si3aTenbHO
NpPoOBEpPbTE HanM4ymMe Takoro canta B UHTEPHETE.

3anomHuTe! [N nonyyeHnst nepeBoga AeHeXHbIX cpeacTB HET HE0BXO0AMMOCTM BBOANUTL
Cpok gencrteus kapTbl 1 CVV-koa.

3. «Coob6LeHns B coumnanbHbIX CeTAX»

MOLUEHHUK HE3aKOHHbBIM NYTEM nosly4yaeT A0CTyn
K CTpaHM4yKe B cOouManbHOW CEeTU U OTnpaBnseT
cooOLeHust ¢ npocbbor hnHaHCOBOW MOMOLLM OT
UMEHN ee Bnagenbua apy3bsMm.

Mpocbba moxeT BbITb camasa pasHas: oT «CKuHb
MHe [eHer Ha KapTy, no apyx0e» 00 HexBaTKu
AeHer Ha 6onbluyo NOKynky. B pegkux crny4vasix
MOLUEHHUK [axe npoCUT NpOM3BECTM onnarty
camocToaTeNnbHO, obellass BO3MECTUTb 3aTpaTbl
npuv NIMYHON BCTPEYE.

BaxHo! [1py nonyyeHMn COMHUTENBHOIO COOBLLEHUS UM Manenen HeyBepeHHOCTU B
TOM, YTO Bbl AENCTBUTENBHO O6LaeTech C BNagenbuemM CTPaHUYKn, MO3BOHUTE eMy.



4. «Posbirpbiwn/pasgaun/onpocbkl oT BaHka Unu NMHbIX opraHu3auuny

G 7 |
Cerof Ber npurnalaeT Bcex
Ha nNpasfHuk !

Kynonb! Viber Out,Playstation
4,Xbox One v KpynHble
[EHEXHble NPU3bl — HUKTO U3
Yy4aCTHUKOB He ynaeT 6e3
noaapkal

YuacTtBoBartb:
www.viber-promotion10.com

QViber

10 JIET BMECTE
OAPUM MOAAPKU

KAXAOMY HALWLEMY
NMOAB30OBATEAKD

3ABPATbL NOAAPOK

10 net BmecTe!

MOLLUEHHNKN OCTaBNAT  BblOYMaHHYO peknamy B
nonynspHbIX couuManbHbIX ceTax 06 onpoce OT UMEHWU
baHka n «Paspgaye npusos nepson 1000 npolueawnx
onpoc!» nnu o Tom, 4YTO B CBA3N A rogoBwmHon baHka
nMBo  WHBbIM  3HAYUMbIM  MEPOMNPUATUEM, MNOCNEOHUN
pasgaeTr CBOMM KNWeHTaM [AdeHexXHble npuabl. Llenb
onpoca — $KOOblI U3y4YnTb MHEHWE KneHToB. [locne
NPOXoXaeHnst onpoca opraHmnsaTop obelaeT geHeXHoe
BO3HarpaxaeHue.

OpHako, nocre npoxXoXaeHus ornpoca Heobxoaumo
3annatmTb HebOMbLUYD KOMMUCCUIO, CBSI3@HHYKD C
nepeymcneHnemM Bo3HarpaxgeHns numbo Cc  uenblo
nonyvyeHnss MNocCrnegHero — BBECTM [AaHHble Bawen
©aHKOBCKOW KapThl.

[laHHbIN KenC OYeHb pasHOOOpaseH U orpaHuyYMBaeTcs
TONbKO BOOOpaxeHnem MoLLleHHUKOB. BmecTo onpoca
MOXeT npegnaratbCa BO3MeELLEHME HANoroBbIX BbINar,
KOMMNeHcaumsa 3a Hanuume BaluMx [JaHHblX B 0ase
«YTEYKM» U UHbIE MaXMHaLMK.

BaxxHo! MoceTute odmumnanbHyo CTpaHuLy OpraHn3aLumn U NO3BOHUTE B KOHTAKT-LEHTP
Ansi NPOBEPKN HAanNU4ns akumm, po3birpbilla Unm onpoca.



