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ONEeKTpOHHBbIE CEPBUCHI, WHTEPHET-OAHKUHI, YyAaJIeHHas padbora Hu
yueba, OHJIallH-PETuCTPaLMK, HHTEPHET-Mara3uHbl © MapKETIUIINCHI — BCE 3TO
HACTOJIbKO MPOYHO BOLLIO B HAlly IMOBCEIHEBHOCTb, YTO HMHOTAA TPYAHO
MOBEPUTH, KaK KUK 0e3 3Toro panbiie. Yem OOJbIe MOTPy)aeMCcs B MHUP
MH()OPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTUH (daree — HKT), Tem
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CAMBIX
3HAUUTENBHBIX U MOCTOSTHHO PACTYUIUX YIPO3 JJIs TJI00aIbHOM 0€30MacHOCTH
B XXI| Beke. Ha ¢done BceoOmiel nmudpoBu3anuu 3Ta mpobdieMa HE MPOCTO
HapacTaeT, a 3BOJIIOIMOHUPYET, HA YTO BIHUAET IIMPOKOE HCIOJb30BAHUE
UCKYCCTBEHHOI'O HHTEIUJIEKTA (darzee — MH), Tak Kak 3J0YMBIIUICHHUKN
HAYMHAIOT KCMOJB30BaTh €ro s co3laHud Oojee  M3OLIPEHHBIX
BPEJOHOCHBIX POrPaMM, aBTOMATH3aLUH aTaK U aHAJIN3a YSI3BUMOCTEM.

Kubepartaku npeBpaTUiIuCh U3 Npo0JIeMbl TEXHUYECKUX CHEIUATUCTOB
B OJIHY W3 IJIaBHBIX CTPATErMYECKUX YTPO3 HALIMOHAIBHOM, SKOHOMUYECKOW U
OOILIIECTBEHHOW 0€30MaCHOCTH JIF00OM CTpaHBbI.

[lo pe3ynpTaTaM HCCIIEIOBaHUS, NPOBEACHHONO B MPOLLIOM TOAIY,
bemapyck Haxonurcs Ha 3-M Mmecte B petuHre ctpan CHI', kotopeie vaie
BCETO MOJIBEPrarloTcsi Kubeparakam.



Kaxnas nstaa ataka B benapycu npuxoaurcst Ha roccektop (22%). Ha
BTOpOM MecTe — cdepa npombiniuieHHOCTH (14%), a Ha TpeThel CTpPOUKe —
dbunancoBas otpaciab (11%). MHOro arak Tak)Ke HaIICJICHbI Ha CEKTOp
TeJIeKOMMYHUKAIMK, chepbl HayKu 1 00pa3zoBanus (8%).

Kaxnas Bropas  kuOeparaka (57%) 0OpuUBOAUT K  yTEUKe
KOH(UICHIIMATBHBIX JIaHHBIX. Pe3ke OHM HapyIIal0T OCHOBHYIO ACSATEIbHOCTD
(16%) unu HecyT mpsimble (puHaHcOBbIe motepu (8%). bosee MoOIOBUHBI
YKPaJICHHBIX CBEAEHUN COCTABJISAIOT IEPCOHATIBHBIE JAHHBIE 1 KOMMEpPUYECKast
TailHa. AKTyaJlbHOM mpoOJIieMOM oOcCTaeTcs Kpaka JeHer ¢ OaHKOBCKUX
KapTOYEK U DJIEKTPOHHBIX KOIIEIbKOB.

Cnaiin 2.

POCT KUBEPATAK B BEJIAPYCU
Nozuuyua benapycu: 3-¢ mecto 8 CHI no
KONWMECTBY knbepaTar
. OCHOBHDbIE LLENM ATAK:

foccexrop — 22%

Npombiwnennocrs — 14%

DuHancel - 11%
. NOCNEACTBMA:

Yreuka aanHbixX — 57% cnyyvaes

Hapywenne paborel — 16%
Dunancosbie norepu — 8%

Cornmacno ganubiM 3a 2024 104, Hamia pecrnyOiMKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto w3 166 crpan B peittuare NSCI
(National Cyber Security Index, Hayuonanvuwiii unoexc kubepbeszonachocmiu),
yCTynuB 1o 3ToMmy wuHAeKkcY cpean crtpan CHI' mums Mongose,
AzepOaiimxany u Poccun.

PocTt 1 yci10:kHeHHe METOI0B KHOEPYrpo3 TPeOYIOT olepeKarouiero
U KOMILIEKCHOTO pearupoBaHusl.

B benapycu npuHST psiil CUCTEMHBIX Mep, U 00phOa ¢ Kkubepyrpozamu
BEJIETCSA HAa HECKOJIBKUX YPOBHSIX. TaK, Ha rocyAapCTBEHHOM YPOBHE Y Ka30M
[Ipesuaenta Pecnyomukn bemapyce Ne 40 «O  kubGepOe30macHOCTHY
peanuzyercs KOMILIEKCHBIH MHOTOYPOBHEBBIH MeXaHHU3M
NPOTUBOEHCTBUA KHOepaTakaM HAa TOCYJIApCTBEHHBIE OpraHbl U
OpraHu3aluM, KPUTHYECKyr uHpopmarmonHnyo uHbpactpykrypy. Cosznan
HamnronanbHbI# 1IEeHTp obecnieueHrst KnoepOe30macHOCTH U pearupoBaHus Ha
KHOCPUHITUIEHTBl (Oanee — Hayuonanvnolii yewmp Kubepbezonacnocmi).
HanaxxeHo MeXTyHapOJHOE COTPYTHUUECTBO B 3TOH cepe.



Co3nmanbpl  HEOOXOJWMMBIE  TPABOBbIE  YCJIOBUS  JUISL  3allUThI
NEPCOHANIBHBIX JAHHBIX W O€30MaCHOCTU JIMYHOCTU M OOIIECTBA TPH HUX
ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amuTe nepcoHaabHbIX
NAHHBIX», TpUHATHIN B 2021 roy, ycTaHaBIMBAET I'PAHULIBI, OIPEACIAIONIUE,
KaKyl0 HMH(QOPMALMI0 O YEJIOBEKE MOXHO COOHUpaTh M PaclpOCTPaHSATh.
Bwmecte ¢ Tem, 4TOOBI 3a1MTa NePCOHATIbHBIX JAHHBIX ObUIA O-HACTOSILIEMY
3¢ (PEeKTUBHON, HYKHbI OOIIME YCWIHS — HE TOJBKO TrOCyJapcTBa, HO U
IPaXK/IaH.

[IpoTuBOAEHCTBUE OCYIIECTBISIETCS U HA KOPIOPATHUBHOM YPOBHE.
Opranuzanuu M TPEANPUITHS HWHBECTHUPYIOT B KuOepOe30macHOCTh U
o0y4ueHHue COTPYIHUKOB.

Jist OoppOBl ¢  KuOEpyrpo3amMd Ha HMHAMBHIYAJbHOM YPOBHeE
TpeOyeTcs MOBBILIEHHE HU(PPOBOM TI'PaMOTHOCTU HaceleHHus, COOJI0JIEHUE
AJIEMEHTAPHBIX MPABUI LHU(PPOBOM TUTUEHBI.

CoBpeMeHHbIE ACTIEKThI KN0ep0e30MacHOCTH

Kubepnpectymienus TpaHCHAI[MOHAJIbHBI, 3JI0YMBIIIJICHHUKH
UCIIOJB3YIOT aHOHUMAM3EPHI (cepsucsl, no360siouwue CKpblmy JIUYHble OAHHbIE
nonvzogamens u obecneuumv aHOHUMHOCMb 6 Humepneme) M HAXOIATCS 3a
pyOekoM, UTO KpaiiHe 3aTpyIHSCT UX 3aJeprKaHHe.

[lo pmanaeiM  CraeactBeHHoro komurera PecnyOnuku benapycs,
ormedaetcs yxon 6omee 80% BeiMoratenscTB B 60J1ee 90% MOIIEHHUYECTB B
«OHJIAWH»-CXEMY, Y€MYy CIOCOOCTBYET B TOM YHCJIE HU3KHUUA MPOIEHT
OCBEJIOMJICHHOCTH TpaxJaH O IMPECTYIHbIX CXEMax, a TaKXKe pa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpoctpaneHHBIX BUJAOB KuOeprnpecTyiieHuid B benapycu
MOBTOPSIET TJIOOAIBbHBIE TPEHIBI, HO C AKIIEHTOM Ha MECTHBIC TUIATE)KHBIE
CUCTEMBI Y IPUBBIYKHU HACEIICHHUSI.

[lo maHHBIM  TJIABHOTO  YMPABICHHS 1O  MPOTHBOJACUCTBUIO
KHOEPIPECTYMHOCTH KPUMUHAIBHON MWIHIIMM MUHHCTEpCTBA BHYTPEHHHUX
nen Pecnybnuku benapych, 3a 9 mecsieB tekymiero rojga B bemapycu 1o
CPaBHEHHUIO C aQHAJOTMYHBIM TI€PUOJIOM MPONLIOr0 Troja KOJWYECTBO
KHOepIpecTymieHnid cHu3uiaoch noutu Ha 11% (3a 9 mecayes 2025 200a
sapeaucmpuposano 6onee 13 moic. ciyuaes (13 420), mpems uz komopuwix (4 121) —
6 2.MuHncke).

ITo craructuke skeHIUHBI (65%) yaille BCEro CTAHOBATCS KEPTBaAMU
MOIICHHUKOB, KOTOpPHIE BBIMAHWUBAIOT JEHBIH TYTEM ICHUXOJOTHYECKUX
MaHUNYJSIUK 1o Tenegony (77,9%), Kymin-npoJa)ki TOBAPOB U OKa3aHUS
ycayr (65,6%), OmarorBopurenbHOocTH (100%). My:kuuHbl (84,8%), kak
IpaBUjIO, CTAHOBATCS  JKEpTBAaMU  MOIICHHUYECTBA, CBS3AHHOTO C
UCIOJIb30BAHUEM CAUTOB 3HAKOMCTB.



Cnaiin 3.

MNOPTPET XXEPTBbl MOLUEHHUYECTBA
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MOILEHHM4ECTBO HA CANTax 3HakomcTe — 84 8%
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Cnpagouno:

Bo3spacmmuuie cpynnsl nomepnesuiux:

a0ou cmapuie 50 nem uawe cmaHo8aAMCs Hcepmeamu meneq)OHHbIX
MouleHHU4ecms,  obmana,  008epuUUBOCMU,  1e2eHO O  NOMOWU
POOCMEEHHUKAM,

Mo00excy 00 30 n1em ya36uma om MOUEHHUYECKUX OUCTNAHYUOHHBIX
coenok ¢ Hedsudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «OUpIHCU» U
«po3sviepvludets unu axyuiy (65,4%);

auya cpeonezo eospacma (30-49 nem) — naubonee maccosas epynna
cpeou  nomepnesuux om  HUKT-mowennuuecmea ¢  3axknoyeHuem
2PAACOAHCKO-NPABOBbIX 002080p08 (33,1%).

be3pabommnvie u neyuwawgueca uawe nonaoaromcs 8 UHBECMUYUOHHbLE
noeywiku (46,2%), umo modxcem 6vimsb C643AHO C NOUCKOM UMU UCTNOYHUKOS
00x00a UnU ysiedeHuem a3apmubiMu cCXemamu.

ITo cmocodam coBepHIeHMs] MOIIEHHUYECTBA YA€ BCETO MPOUCXOAT
OT MMEHH OJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBIsrOTCsS
COTPYJHUKAMH MPABOOXPAHUTENIbHBIX OpraHoB (MB/, CK, /J®P, KI'h) u
paboTHHKaMN OaHKOBCKHMX OpraHM3aldii. MOIIIEHHUKH CTald 3BOHHUTH OT
UMEHHM PaOOTHUKOB CIIYKO rasza, BOJOKaHaJIa, YHEPTOHAI30pa, MOOMIHHBIX
OTIEPaTOPOB CBSI3HU IO/ MPEIJIOTOM OKOHUYAHHS CPOKa JIOTOBOPA U MpejiaratoT
JUISL €0 TIPOJICHUST COO0IUTh IudpoBo Ko U3 cMc. [locne nepenayu koaa
KEPTBE 3BOHUT COOOIIHWUK MOIICHHHKA W YK€ MPEACTABISACTCS
MIPaBOOXPAHUTEJIEM, 3aIllyTUBACT TEM, YTO YEJIOBEK MEepeaall JIMUHbBIE TaHHBIC
¥ Ha ero uMsi OyayT oOpMIICHBI KPEAUTHI. A 4TOOBI MX M30€KATh MpeIaraet
OoQOpPMHTH BCTPEYHBIC KPEAUTHI M TIOJYUYCHHBIC JACHBIM IIEPEBECTH Ha
YKa3aHHBIA cueT WK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa 0T UMeHHU pykoBoauTeJieii (Fake boss) (yupescoenuii
00pazosanus, 30pABOOXPAHEHUs,  KVIbmMypsl, Hnpeonpusmuii) MOIICHHUKU
3aMyrUBalOT  MOJO3PEHMEM B (PMHAHCUPOBAHUU  DKCTPEMHUCTCKOU
JEATEeIIbHOCTH, MIPOBEJICHUEM OOBICKA U U3BSITUEM JCHET, TAKKE MPEIJIaraloT



JAHHBIN (HaKT JepKaTh B TallHE ¥ TOOOIIATHCS C ONPEEICHHBIM COTPYAHUKOM
IPaBOOXPAHUTEIBHBIX OPTAHOB, KOTOPKIH SKOOBI JI1 COXpPAHEHUS JEHEKHBIX
CPEJICTB MpeJjiaraeT «BpEMEHHO» MEPEBECTH ACHBI'M HA 3AIUIIICHHBIN CUET.

B teneponHOM paszroBope He JOBEPSANUTE HE3HAKOMBIM JIMIIAM, KEM OBI
OHM HE MPEJCTABWINCH, €CIIU BbI HE kKJIETE TAKOTO 3BOHKA.

Tperp momenHuvectB (27,6%) coBeplIaeTcs MOJA BHUJOM IMPOJAAKH
ToBapoB B cerH Instagram wiam Telegram (uawe 6ceco mowennuxu
«npooaiomy aemo3aniyacmu, cado8ble Kaweiu, HOB0200HUE e, MOPenpoOyKmbl u
opyeue  mogapvl).  3IOYMBIIUICHHUKA  OPEQIaraloT  MNOTECHUAAIbHBIM
MOKYyIaTeIsIM NEPEBECTU MPEOIIIaTy 32 TOBAP M OOEIIAIOT €ro BBICIATH I10
MOYTe€ WA KypbEepoM, IMOCJE 4Yero OOIIEHHE MPEKPaIaeTCs, U «KIUCHT
OCTAETCS HU C YEM.

Cnpaeouno:

Taxoice naubonee pacnpocmpaHnenHvle NpecmynHvie Cxembl.

360HKU om umenu oaunka, compyonuxa MBJ/], KI'b u unbix
20CY0apCmeEeHHbIX OP2aH08, K0204 MOWEHHUK, UCNOb3Ys MeXHOI02U0
NOOMeHbl HOMepd, 360HUM C HOMePA, NOX0MCe20 HA OQUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuu» ¢ Kapmotl, «OJ10KUposKe
cuemay Uil «NONbIMKe 83/10MA», d 05l «3AUWUMBLY UIU KOMMEHbL ONePaAYULY
npocum cooouums CVV-xo0, Oanmnvie uz SMS-coobwenus c¢ Kooom
NnOOMeepI’COeHUs, NAPOJIb U3 UHMePHem-0aHKUHed Ul nepesecmiu 0eHbeU Ha
«be3onachuwlily (Ha camom oeile NOOKOHMPOJIbHBIU MOULEHHUKY) cuem,

Gumiunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobujenue U 3NeKMPOHHOEe NUCLMO C CO0OWeHUeM O «OJIOKUposKe
Kapmoely, «npobieme ¢ HAIO2OM», «8blucpblule 8 Jlomepee», KOmopoe
COOepoICUm  CCOLIKY HA PUUUH208bIU UHMepHem-pecypC (catm — KIOH),
KOMOpWbIll 8b12180UM KAK OQUYUATIbHBLL UHMEPHEM-PeCcyPC OAHKA, HA020801
UHCNEeKYUU Uiu Opy2020 20CY0apCmMEEeHHO20 0p2aHa, 20e mpedyemcs 68ecmu
JIO2UH, NAPOIb, OaHHble NJIAMENCHLIX CPedCcms, Nocie 6800d KOMOPbIX
cogepuiaemcsi XumjeHue;

MOWEHHUYECMEA 8 COUUANbHBIX CemaAX U mecceHoxycepax («Vibery,
«WhatsApp», «Telegramy), kocoa 310ymbluIeHHUK 83/1AMbl6AEN AKKAYVHM 8
coycemu uau cozoaem Hetkosvlill, NOXONCULl HA He20, nuuiem OIUKUM
POOCMBEHHUKAM OM UMEHU G1A0elblYd AKKAYHMA, YMO CPOYHO HYHCHbI
OeHbeU HA «O0UeHb BAXCHOE 0el0» (NONANL 8 CIONCHYI0 CUMYAyuro, Nonai 8
HTII u 0p.), npoca Huxomy He 360HUMb, AUOO AHANOSUYHAS NPedbloyulel
cxema, K020a MUUEeHb0 CMAHOBIMCs 0PY3bs, A MOUWEHHUK OM UMEHU Opyed
nuwem, Ymo 3acmpsii 3a epaHuyell, y He20 YKpaau OeHbeU/00KyMeHmbl, U
npocum cpouHoO nepedecmu cpeocmea,

(heitkosvle unmepHem-mazazunvl, K020a co30Aemcst KPAcusblil Caim-
OOHOCMPAHUYHUK —UAU 2PYNNA 68 COYUAIbHOU cemu (3auacmyr 8
«HMucmazpamy), ¢ 02poMHLIMU CKUOKAMU HA AKMYATbHBIU Y HACEeHUS MO8AD
(mexuuxa «Apple», caodosas mebenvb, Hady8Hvle Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie npedoniamvl Mmoeap He NPuxooum, a Caum uiu
2pynnwl ucue3aom, iubo coooueHUss JHcepmaevl 0aiee USHOPUPYIOMCSL,

MOWEHHUYECMBA NOO BUOOM 20CYOAPCHMEEHHBIX OP2AHO8, KO20d
Jicepmee  nocmynaem 360HOK OM UMEHU «Cyovuy, «compyonuxa MBIy,
«HAI02080U» C MPeboBaAHUEeM CPOUHO ONAAMUMb HEeKUU (QUKMUBHBLI 002,
wmpag unu NOULIURY, YePOANCAsL APeCHoM CHEemOo8 Ul OpyeUM HAKA3AHUeM,
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npoCsAm YCMAaHOB8UMb NPUNONCEHUe OJisl YOaleHH020 0ocmyna (Hanpumep,
«AnyDesky unu «TeamViewery) ons «npogepku cuemay, 4mo oaem um
HOJIHBIU KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEBULELO,

gunancoevle nupamuovl U UHEECMUUUOHHbBIE MOUIEHHUYECMEA,
maxkue KAk — NPeoNoNCeHUs  «BbICOKOOOXOOHbIX — UHBECMUYUL» 8
KPUNmMogauomy, Oupdicu uiu Ccmapmanvl ¢ 2apaHmupo8aHHbIM 6blCOKUM
ooxooom. Ilpu smom Ha nepeom smane Mmocym 0adce BbINIAYUBAND
HeboblUe NPOYeHMbl, YUmodbl nomepnesuiull 8Hec euje 60bULe OeHENHCHBIX
cpedcma u npuseji pOOCMEEHHUKO8, OpY3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm
3aKpbIBAEMCsl, A OeHelCHble CPeOCMBa NOXUUWAIOMCSL,

6bIM0O2AMeNbCME0 HA UHMUMHOU NOY6e («CEKCMOpuieH»), Ko2oa
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLL, 8MUpaemcs 8 0osepue,
CKIIOHsIem K 00ujenuio 8 gudeouame UHMUMHO20 XapaKkmepa uiu K Omnpaske
OMKPOBEHHBIX (POMO, 3anuUcvléaem Udeo Ui 0eiaem CKPUHWOMmMbl, d 3amem
wanmasicupyem.

OnaceHust BBI3BIBAIOT HaOuparonme O0O0OpOTHl BbIMOIaTelbCTBA
(526 cayuaes) ¢ UCHONB30BAaHWEM HWH()OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJOTHM: MOTEPHEBIINX IO PA3JIUYHBIMU MPEIJIOTAMU BBIHYXKIAIOT HA
JUYHBIX ycTpoiicTBax [Phone BoiiTh He B CBOIO yueTHY!o 3anuch. [locne Bxona
[Phone Onokupyercsi Kak HOXUIIEHHBI U CTAHOBUTCS HE MPUTOIHBIM. [[ns
Pa30IOKUPOBKH 3IOYMBIIIICHHUKH TPEOYIOT BBIKYII.

ITosTOMy HM B KOEM Cilyyae HeJlb3sl BXOAUTH HA CBOEM YCTPOICTBE B
YyKYI0 YYETHYIO 3alliCh, BJIaJieiel] YUETHOM 3alliCU MOXKET 3a0JIOKUPOBATh
YCTPOMCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLUAEMDBIE B CTPAHE

- 3B0HKK OT umenun Banka, cotpyanmsa MBI, KI6 »
MHBX FOCYAAPCTBEHHBX OPraHos

PuwmrHrosse SMS-coobueHua u nucema

MOWEHHWHECTEE B COUMINbHLIX CETRX U
= MecceHsepax

MOWEHHUYeCTBa NpuW ou.naﬁu»noxynuax H3
MNCWAARaX Ne NPOAaME TOBapOB

ot

0
@ DERKOBLIE MHTEPHET-MaraanHn
&

MOLWEHHUYECTBA MO BUAOM rOCYA3 PCTBEHHBIX
OPraHoB

PUHIHCOBHIE NUPAMU/L W MHBECTHLIMOHHEE
MOWEHHUHECTBA

BHMOr3TENDCTEO H3 MHTUMHON NOYEE

Cnenyer OTMETUTh, YTO (PMIIMHT ¥ MOIIEHHNYECTBO ¢ 0AaHKOBCKUMU
KapTaMM SIBJISIOTCS CaMOW MacCOBOM KaTeropuend KuOepMOIICHHUYECTBA B
Pecnybnuke bemapycs.

IIpu 3TOM Hapsily C HAaHHBIMM NPECTYNMHBIMUA CXE€MaMHU MOIIEHHHUKH
aKTUBHO HWCHOJIB3YIOT M Takol MeETOJl (UIIMHra, TMpU KOTOPOM
KOH(PUACHIIMAIbHBIE  JAHHbIE  OCJOPYCCKUX  TpakgaH  JOOBIBAIOTCS



3JIOYMBIIINICHHUKAMH  ITOCPCIACTBOM TCJ'IC(l)OHHBIX 3BOHKOB. OTOT BHU/
MOIIICHHUYCCTBA HA3bIBACTCA «BHIIIMHID).

Ciaiig 5. Buneopoduk.

) A3BYKA
R

Cnpagouno:

Buwunz — smo ycmuas pasznosuonocms uiuunea, npu Komopou
3M0YMBIUUIEHHUKU NOCPEOCEOM MeNe)OHHOU C853U, UCNONb3YS NpUuembl,
Memoobl U MeXHOI02UU NCUXOJIOSULECKO20 MAHUNYIUPOBAHUS, NOO PASHLIMU
npeono2amu, UCKYCHO Ucpasi ONPeoesieHHyIo poib (Kak npasuio, COmpyoHuKd
Oaunka, MexHUYecKko2o cheyualucma u m.0.), BbIHYHCOAIOM Yel08eKa
cooowums UM C80U KOHDUOeHYUalbHble OAHKOBCKUE UNU NEePCOHATbHbIE
OanHble AUOO CIMUMYIUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OelCMEUll CO
CB0UM DAHKOBCKUM CUEMOM UL OAHKOBCKOU KApMOl.

I[To wmepe pa3Butuss  HHGPOPMANMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH BO3PACTAIOT W  BO3MOKHOCTH KHOEpPHpPeCTYIHHUKOB.
HekoTopbie MoOIlIEHHUYECKHE CXEMbl MOJYyYMJIM HOBYIO JKH3Hb OJjaromaps
HUCKYCCTBEHHOMY MHTEJUICKTY.

Pacrer Koaum4ecTBO cllydyaeB MOIIEHHUYECTBA C HCHOJb30BAaHUEM
TexHoJioruu Deepfakes — 3To co3naHHBIE MCKYCCTBEHHBIM HWHTEIJIEKTOM
rOJIOCOBBIE COOOUIEHUSI M BHUACO3BOHKM OT SIKOOBI KOJUIET, Jpy3ed u
POACTBEHHUKOB, KaK MMPaBUIIO, C POCKOOI O CPOUHOM JICHEKHOM NIEPEBOAE U JIP.

IIpu BUI€O3BOHKE clielyeT oOpailaTh BHUMAaHHE HAa TaKue JeTalu, Kak
HEYETKOE WJIM CMa3aHHOE M300pa)KeHWE JUIA TOBOPSAIIET0, OTCYTCTBUE WITU
HEECTECTBEHHAs] MUMUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKHN OAHKOB U MPABOOXPAHUTEIIBHBIX OPTaHOB HE
3BOHSIT 4Ye€pe3 MECCEH/KEphl C HCIOJb30BaHWEM BHUAcOCBs3u. Ilpm
COBEPIICHUM [ICHE:KHOTO TepeBoJa MO BJUSIHUEM MOIIEHHUKOB
HEO0X0IMMO He3aMeAJINTEeILHO 00PATUTHCS B OPraHbl BHYTPEHHUX eI
JUISl COXPAHEHUS ICHEKHBIX CPECTB.

Jlaxe Kora MCKyCCTBEHHBIN MHTEJUICKT UCIIOJIB3YETCS BO 0J1aro, Hy>KHO
ObITh OCTOPOXHBIM. Eciii paOOTHUK OpraHu3alld AyMAaeT, YTO 3arpy3uT
nokyMeHT B 4at GPT u oH Bce ObICTPO c/ieNaeT, TO 3TO MPSMOM MyTh K YTEUKe
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KOH(DMICHITNAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABATCS Ha CEPBEPHI B IPYTrOM
rocyJapcTBe, W 3aKOHBI HaIlled CTPaHBl YK€ HE MOTYT rapaHTHPOBaTh HX
0€30MIaCHOCTb.

Caiin 6.

MCNOJIb3OBAHUE 4
MCKYCCTBEHHOTIO UHTENJIEKTA

B Uenesoi dpuwmunr Ges owmnBoK:
NEPCOHANUIMPOBIHHLIE W TPIMMATHYECKK DEIYNPEHBIE
Pacceinku, oBXOAAME TNABHLIA MapKep yrpoasl. |

I Mowernuuecteo yepes Deepfake:

EHEPALUMA BHAEO W FON0CA PYHOBOACTES ANA
CAHKUMOHUPOBAHUA HEIAKOHHBIX PUHAHCOBLIX ONepal

B “M-6oTbl Ana COUMANBHOR HHMEHEPHM: '_:‘,
BEAEHHWE OCMBICNEHHBIX OMINOTOB ANA BbIMaHHBa.ﬂ_ﬂ: } -
KOHPHARHUMANEHOK UHGOPMAILMMK. ]

IIpesunent benapycu A.I'.Jlykamenko, Boictymnas Ha |l Munckoi
MEXIYHAMPOIHON KOH(PEPEHIINH TT0 eBpa3UiiCKON 0€30MaHCOCTH, KaK OJHY U3
KJIIOUEBBIX 3a7a4 B II€JIOM OOO3HAUYMJI HEOOXOIUMOCTb MPHUHSTUS MEp B
o0JacTu HMCKYCCTBEHHOTO HHTeiuiekTa: «Heynpaensemas zouka 6 Imoil
cghepe npespaujaem e2o u3 noye3no2o pecypca 6 opyscue. B nepcnekmuege —
MaACCOB0O20 NOPAICCHUA).

Cnaiig 7.

(4

Heynpaensemas 20HKa 6 smoli
chepe npespawyaem €20 (npum. -
UcKyccmeeHrbIl uRmennexkm) U3
Mone3Ho2o0 pecypca e opyxcue.
B nepcnekmuse — macco8oz2o0

nopa3eHus. , ,

Mpezudenm Pecnylnuku Benopycs A5 IyK0Weno,
I MUuHCKGA MEROYHGPOOHAA NOHDEDEHINS NO
eapo3viickol GezonacHoomu, 28 oxmatps 2025 2

Cotpyanukamu MuHHCTEpCTBA BHYTpPeHHHX nel U HarmonamsHOTO
O0anka PecnyOnuku benapych NpuHHMAalOTCS Mepbl, HANpaBJieHHble HAa
0JI0KHpOBaHue MOLIeHHN4YecKuXx onepauuii. B benapycu ¢ 1 mapra 2024 r.
nericteyer Yka3 Ilpe3sumenta Ne 269, koTophlii mpenocTaBisieT OaHKaM
BO3MO>KHOCTb ITPUOCTAHABIMBATh M0JI03PUTENbHBIE IEPEBOBI U COBMECTHO C



PaBOOXPAHUTEIBHBIMU OpraHaMU paccieloBaTb WHIUACHTHL. JlaHHBIN
MEXaHU3M TI03BOJIAET JOCTaTOYHO 3(P(PEKTUBHO  B3aMMOJICUCTBOBATH
rpakJjaHaM ¢ OpraHaMu BHYTPEHHHUX JIEJI, @ UM, B CBOIO OUY€pEllb, «B PEKUME
24 Ha 7» mepenaBaTh yKa3aHHYH HH(OpMaIruio OaHKOBCKOMY CEKTOPY H
noyiy4aTtb OT Hero 3(Q(EeKTHBHO M OBICTpO HH(OpPMALKIO O JHUIAX U
UHCTPYMEHTaX, KOTOPBIE 3a€IICTBOBAHbI B MIPOTUBOIPABHOMN IESITEIBHOCTH.
W camoe ri1aBHOE — MpEANPUHUMATH MEPHI, HAIIPABJICHHbIE HA COXPaHEHUE
y>K€ TIOXUILEHHBIX JCHEXHBIX CPEACTB Yy TPaKJIaH U HEAOMYIICHUS epeBoia
WX Ha 3apyOeXHbIE CUETa.

B cBiI3u ¢ HEOOXOAWMOCTBHIO 3allAThl OT MOIIEHHUKOB OaHKU
yCTaHaBIWBAIOT JUMUTHI MO CHATHIO JCHET B OaHKOMAarax Ha TEPPUTOPUU
benapycwu.

bopprba ¢ »TUMHM mOpecTyiUieHUsSIMH TpeOyeT He TOJbKO Ooiee
COBEPIICHHBIX TEXHOJOTUN 3aIUTHl, HO U (DYHAAMEHTAIBLHOTO MOBBIIICHUS
uM(pOBON IPaMOTHOCTH HACENEHHUS, TOCKOJIbKY UMEHHO YE€JIOBEK OCTAaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crcTeMe 0€30MacHOCTH.

Hudposasi rpaMOTHOCTH HACETICHUS

Kuodep0e30nmacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TAKWUX MPOCTHIX BellEW, KaK BBIOOp HAACKHOIO Maposis s
JIOMAIIHEN DJIEKTPOHHOM MOUYThI. BakHO TOMHUTB, YTO OJIUH U TOT K€ HApPOJb
HEJb3s UCIIOJIB30BATh OJTHOBPEMEHHO JIJIsl paboueil MOYTHI, A PETUCTpaIluu
Ha pa3IMYHBIX caliTax U B MecceHkepax. K cioBy, TUYHbIE JaHHbIC Yallle
BCEr0 TMOMAaNal0T K 3J0YMBIIUICHHUKaM H3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasisnem amunuio, UmMs U omuecmeo, aopec u meied)on npu pecucmpayuu Ojis
noJy4eHUss OOHYCHBIX UU CKUOOUHBLX KAPM).

Heobxonuma »snementapHass umu¢poBas THrHeHa, IpPU KOTOPOU
c00/1I0leHMe MPOCTHIX MPABWJ NMOBEACHHUS B CETH IO3BOJIACT 3alIATUTH
NepCoHaIbHbIC JJaHHbIC, (DUHAHCHI U YCTPOMCTBA OT KUOEPMOIIICHHUKOB.

Oco0yt0 akTyalnbHOCTh TeMa UU(PPOBON TUTHEHBI MNPUOOPETaeT B
OTHOLIECHWH MOAPACTAIOLIETO MOKOJICHUA. [[eTh cerogHs He TONbKO AKTUBHO
OOIIAI0TCSI B MECCEHKEPAx, HO U MOTPYKAOTCSA B MUP OHJIAWH-UTP, TAE UX
KpyT OOIIEHUsT pacuiupsieTcss 3a c4eT He3HakomIeB. Cpeaw HUX MOTYT
CKPBIBATHCSA U KHOEPIPECTYIMTHUKH, CTPEMSIIIIUECS UCTIOJIb30BaTh peOCHKA st
nojyueHuss KoHpuaeHuuanibHOW wuHGopManuu. Heokpemnmias mcuxuka,
MOJIBEP>KEHHOCTh BHYIIEHUI0 W MAHUITYJIUPOBAHUIO JETAIOT HX JIETKOU
«JIOOBIYECH JJIS 3JI0YMBIIIIJICHHUKOB.
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BE3OMACHOCTb AETEA B CETU —
3TO HE 3AMNPETHI, A AOBEPUE U NPABUJIA
BbICTPAMBARTE OTHPLITLIC OTHOWEHUA: PECEHON

AONMEH FHATH, 4TO MOBET PACCKAZATHL Bam 0 M0Bok
npoGneme Ge3 CTpaxa HAaKaIaHMA.

YCTaHOBMTE YeTHHE rPaMuLLbl: COTNACcYATE Bpems
OHNARH, PAIPEWEHHBIE CAATHI M NPUAOKEHNA

WcnonvayiiTe TexHUNECKWe cpeacTeal
POAMTENLCKNIA KOHTPONIL ¥ OBILME 3HKAYHTBLI
AN MAAALMX AeTeR

be3onacHocTh 1eTeil B CeTH — 3TO He NMPOCTO 3alpeThbl, a CO3AaHUe
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY MOBedeHMIO. B cembe
HEO0OXOJIMMO BHICTPauBaTh I0BEPHUTEIbHbIE OTHONIEHUS ¢ pebeHkoM. [letu
HE JIOJDKHBI UCKAaTh MOHUMAaHUS Y HE3HAKOMIIEB B CE€TH, a OBITh YBEPEHBI, YTO
MOTYT paccKa3aTh POIUTENSIM O JI000I CTpaHHOW WM HEMPUSITHOW CUTYaIlUU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOpUTHCHA U YCTAHOBUTH YeTKHE MPABUJIA. KAKUE CAUTHI
MOYKHO MOCEIATh, CKOJIBKO BPEMEHU MPOBOAUTH OHJIANH, KAKUE MPUIIOKECHUS
MO>KHO MCIIOJIb30BaTh.

Jloiss Maagmiux gereil peKOMEHAYeTCsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX MapoJiv. Vcnosb30BaHre CrenuaJn3upoOBAHHOIO MPOrPAMMHOIO
o0ecreyeHsi POAUTEIHLCKOT0 KOHTPOJISA MO3BOJIUT OrPaHUYMBATh BpeMs 3a
9KpaHoM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATCIbHBIC CAUTHI.

CyliecTByeT MHOKECTBO TMPECTYNMHBIX C€XeM, HCIOJIb3yEMbIX
KHOEPMOIIICHHUKAMHU B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHUX J1eTeil.

Cnaiin 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNNIEHUA NPOTUB AETEN

Oali

ubecnnarreien nopap € SANPOoCL! OT #Apysein Fpymunr ===

Ljere: amarmen $ramrcono Ljets: BOCTONMIOMATICN GEEEEMEN K Lers swgesen cobn sa coepcniaten, soln =
CTPA P 1y DICTD Adrreie BLAMBAATE ALHOTH SE0ES AN DM Hel Y Avaepes, «Tolor MBIy & M B0 O AT
Oor s OBCHOR * 20T Assynr T

Cexcropuwen Kubepbynnmur DecTpyrTHBHLIA HOHTEHT

@ 8,

Uern. WaemarmposaTs pelienss ¢ Lernl YrruTo 1 TO B DO ESTE Ljete: BOREYS § ONECH M ZOOEUmCTES,
- MISVACELRID MO P4 AC M AT MCMADAD HECIM HORES TRABMS & IEYTITRX OO B LM N CYMIMG, PRI 1

!

varepmance M rsre b cooSupmns
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Cnpagouno:

Cnocobul kubepnpecmynienutl ¢ OMHOULeHUY oemel U HOOPOCMKO8:

«becniamubley RNOOAPKU U  PO3BIZPBIMU, KO20Ad peOeHKy Ois
NOJYYEeHUsl B8blUSPbIA Npedsiazaemcs nepetumu no CCulike U 68ecmu
naamedicHvle U umvle OanHvle e2o pooumeneu. OcHoHas yenb — YKpacmo
OanHvle OAHKOBCKUX KAPM WU Y4eMHbLX 3aNUcell,

«gpeiikosvley 3anpocel om Opy3eil, Ko20a C UCNOAb308AHUEM
8310OMAHHO20 AKKAYHmMa oOpy2a pebeHKa npocsim Nnomoub (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, JHceldsi NOMOUb, MONCEM He YCOMHUMbCS
8 IUYHOCMU NPOCAUE20;

«2PYMUHZY, K020A 83DOCIbIU 3TN0V MBIULIEHHUK HOO 8UOOM C8EPCMHUKA
emupaemcs 8 0ogepue K peOeHKy 8 COoYycemsx Ulu uepax, NnoCmeneHHO
gvigeoblBaem IUUHYIO UHDOpMAYUlo, MAHUNYIUPYem, 6bi3bleaem 4y8cmeo
OU30CMU, a 3amem MOXMCem BbINPAUEams UHMUMHbIE (OmOo/8udeo uiu
HA3HA4amy JUYHYIO 8CMpedy, YMmo MOXNCem NpUBecmu K COBepUIeHUI0 8
omHouleHuu pebeHKa Oelcmeuli CeKCyalbHo20 Xapakmepd, Komopbie
PpebeHoK 6 ULy 803pacma He MOANCem OYeHUBaAmb, KAK COYUANbHO-3HAYUMDbLE,
cuumas npoucxoosujee uspou,

«CeKkcmopuieny, Ko20a NpecmynHux, HOJAY4ue UHmMuUMHvle omo uiu
8U0eo0 (000POBOILHO OMNPABTIEHHbIE PeOEHKOM UNU Yepe3 B3/10M Kamepbl),
HauuHaem wanmanxicuposams pebeHKd, 8bIMo2as KaK Mamepuaibhsle oaaza,
Makx u yciyey, 8 mom 4ucie CeKCyaibHo20 XapaKkmepa,

Kubepoynnune (umu mpaens), Koeoa co30aiomcsi 2pynnvl U NAOIUKU 05
Hacmeuwex, YHU3UMeIbHbIX KOMMeHmapues, Omnpasisitomcs yepo3vl 8 TIUUHbIX
CO0OWEeHUsAX, UMOoObl NPUHUHUMbL DebeHKY NCUXOJ02UYeCKyro 00b, Umo
HepeoKo Modicem 3aKOHYUMCS Oenpeccuell Ui 0axce camoyouticmeom,

6ogleuenue 6 ORAcHovle coodujecmea, nponazaHoupyloujue
oenpeccusHvle meueHuss, Cyuyuo, AHOPeKCuro, HACUIUe U IKCMPEMUIM,
KOmopble NpenoOHOCAMCs peOeHKy KaK UYmo-mo «MOOHOe», «Kpymoe» u
«3anpemuoey.

Cmaiin 10.
W

4 KNOYEBbLIX NPABUNA BE3OMNACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpauu nuynoe B Takne
He nyGamiyit aapec, WHoMY, reOMEeTKM, JaHHbIE JOKYMEHTOR M K
NAaHLI CEMBA.

Nomum anropurm « CTON-CNPOCU-PACCKAXKW»

CTON, echn ure-tTo Hactopamueaet. CNPOCH y poantensh,
ecnu HenoraTHO, PACCKAMM eapocntim o moboi yrpoze .'
win anckomdopre.

Kowutponupyi kpyr obuenms

NoGaenit B Apy36A TOMKO TEX, KOTO IHASIIL ANUHO.

Hacrpoi npreatHoCTL Npoduna. A
BrAIOMBA KPUTHMECHOE MbILUNEHKE

He nepexoam no COMHUTENLHLIM CCHINKAM. He BEpb CAMLIKOM
ABLTOAHBM Y NPEANOMEHNAM

Baxxno wnayunth nereld 1mudpoBOd TPaMOTHOCTH W KPUTHUYECKOMY
MbIIJICHUI0. VUM HyXHO mnmoOHUMAarh, 4r0 HMHTEpHET — 3TO OTpa)KeHHe
peaJibHOr0 MHPAa: B HEM eCTh M XOpolIHe, W IJIOXHe JIOAW, U MPABHJIA
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0€e30MacCHOCTH 31eCh TAK K€ BAaKHbI, KAK U Ha yJune. He skoHOMBbTE Ha
BpPEMEHHU, Yallle 1 00JbIlle pa3roBapuBaiTe cO CBOUMU JeThMU!

Takoke B 3aIIUTE OT MPECTYIHBIX MOCATATEIHCTB, B UHYOPMUPOBAHUU U
JOIIOJIHUTEIbHOM BHUMAHUU HYKIAKOTCA U JIFOJIA [OKUIIOTO BO3pACTa.

*kk*k

3a mocienHee BpeMsi B pecnyOJjMKe TMPOU3OILIN 3HAYUTEIbHBIC
MO3UTUBHBIE CABUTH: yAAIOCh OOMIMMHU YCHJIMSIMU MEPETOMUTH TEHJICHIINIO
pocTa uucia KUOEpIPECTYIUIEHW, 3aMETHO BBIPOC YpPOBEHb HUGPOBOIL
3allUThI, JEMOHCTPUPYET OIEPATUBHOCTh M aJalTUBHOCTh K TEKYIIUM
BBI30BaM OEJIOPYCCKOE 3aKOHOMATENHCTBO B 00JIacTU KMOEpOEe30macHOCTH U
ap. IlpumeyaTenbHO, 4TO Halll ONBIT OOPHOBI ¢ KUOEPIIPECTYITHUKAMU aKTUBHO
MPUMEHSIIOT B IPYTUX CTPaHaX.

Kak ormerun Ilpe3ugent PecnyOosmku beaapycs A.I.JIykamenko,
«abconiomuylo 3auwjumy Om Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl O00JIIHCHb MUHUMUZUPOGAMb PUCKUY». ITOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXKIbId Yy4YaCTHUK HWH(OOPMAIMOHHBIX
OTHOIICHUM, KaxKaash opraHuszanus OyIyT OTBETCTBEHHO IOAXOJUTh K
BBITIOJIHEHUIO TPeOOBaHUN MO0 KHOEpOe30MacHOCTH, a KaXKIbld YEIOBEK
NOPOSBUT OJUTENILHOCTh W BHUMATEIBHOCTh B CIIy4ae CHUTYalldd C
MOIIIEHHUKaMH.

Cnaiig 11.

PooMrany, HaywsTe qeTed MNpagwna BEpS MeTE AHKAYWHTH
MOALSOBATECA HHTEpHETOM DeaanacHOND Nose 4eHWA oT adeprcTos!
NpaaneEHo!

AKAOEMHS YTPARNEHHS

NPK NPESWAEHTE
PECMYBMNWKMW BENAFYCR




